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Aciklamalar

1. Dokumanin giincel hali igin lutfen http://www.tahribat.com/Forum-Toplanin-Millet-Kendi-Vpn-
Sunucumuzu-Kendimiz-Kuruyoruz-Yeni-Baslayanlar-lcin-Vpn-192621/ adresini duzenli olarak
takip ediniz.

2. Doékiuman ile ilgili sorulmus sorular ve soracaginiz sorular i¢in ayni forum konusunu takip
edebilirsiniz.

3. Bu dokuman, Tahribat.Com muritlerini asagidaki maddelere karsi aydinlatmak amacini
tasimaktadir.

e Ozellikle son giinlerde g¢ekilmez bir hal alan Tirkiye Cumhuriyeti'nde meydana gelen
internet yasaklarinin dayanaklari, sebepleri ve sonuglari.

e 5651 sayili internet ortaminda yapilan yayinlarin diizenlenmesi ve bu yayinlar yoluyla
yapilan suglarin engellenmesi hakkindaki kanun aracihgivile tim. vatandaglarin tim
internet trafiginin kaydedilmesi ile ilgili alinabilecek tedbirler.

e Buyasaklari ve engellemeleri icin devletin bunlarla miicadelesi sirasinda aldigi tedbirler.
TOR ve firma bazli VPN kullaniminin avantajlari, dezavantajlari.

e Kendi VPN sunucumuzun kurulmasi ve igletilmesi icin yapilmasi gerekenler.

4. Dokiman muhtemelen oldukga uzun olacak; sadece dékiman degil, genel bilgilendirme, konu ile
ilgili uzman gérusleri de(su anda bir tek ben varim malesef :)) yer almaktadir, bu sebeple,
simdiden kendinizi hazirlayin.

5. Kurulum igin gerekenler ;

e Beyin
e Bilgisayar
e internet

6. Doékiumani bulabildiginiz, ulasabildiginiz ve paylasabildiginiz mecralarda paylasirsaniz sevinirim,
kag sene sonra oturdum dékiiman yazdim, olabildigince fazla kisi yararlansin.

7. Dokimanimi kullanarak para kazanan her vatandas, gelirin %30'unu bendeniz ile paylasmak
zorundadir, aksi taktirde haram zehir zikkim olsun.

8. Dokiman Tahribat.Com icin yazilmistir. Kaynak belirtmeden paylasmayin, bozusuruz.

9. Dokiimanin bir sure gincel hali ¢ikabilir, kelime tipografi ve ekran gorintulerinde hatalar olabilir,
litfen son halini www.tahribat.com tizerinden takip ediniz.

Baslarken

Oncelikle VPN kavramini kisaca agiklayalim. Agilimi Virtual Private Network - Sanal Ozel Ag. Kisacasi,
birbiri ile ayni agda olmayan iki uzak sistemin, sanki ayni agdaymis gibi davranmasi icin kurulmus bir
baglanti gesitidir. Bu dékiiman ¢ergevesinde ve genelde duyduigunuz VPN'i su sekilde 6rnekleyebiliriz.

Kendi bilgisayarimizi, internet tzerinden sifreli olarak diinyanin baska bir yerindeki bilgisayara baglayip,
o uzaktaki bilgisayarin araciligi ile internete ¢ikmak, bu sayede tilkemizde yeralan verilerin kaydedilmesi,
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yasaklamalar, engellemeler gibi sikintilarla karsilasmadan, 6zglir internete baglanabilmek igin
kullanacagimiz bir altyapi.

Ayrintili bilgi igin bknz : http://tr.wikipedia.org/wiki/Virtual Private Network

Neden ?

Bildiginiz gibi Turkiye'de Twitter yasaklandi. Bknz : http://www.hurriyet.com.tr/teknoloji/26057641.asp

Aslinda bu yasaklamalara Turk vatandasi olarak biz yabanci degiliz. Tahribat.Com olarak bile 3 kere
yasaklandik! Bu istatistikleri tutan Engelliweb.com adresine gére, dékiimani yayinlandigi tarihte, 40733
web sitesi kapatilmis ! Bknz : http://engelliweb.com/istatistikler/

isin daha enteresan boyutu su; yasaklamalarin tamami hukuka aykiri!

Sitelerin  kapatilmasi igin kaynak goOsterilen 5651 « sayili kanun olduk¢ca agik! Bknz
: http://www.mevzuat.gov.tr/MevzuatMetin/1.5.5651.pdf

Erisimin engellenmesi, sugun islendigi disiniilen URL izerinden yapilir.

Yani, www.yasaksite.com/konu.asp?id=15 adresinde bir ihlal varsa, bu adresi kapatabilirsiniz, tim siteyi
degil!

Fakat, memlekette hukuk olmadig icin, bilgisayardan anlayan hukukgu da olmadigi icin, teknik olarakda,
tim internet trafiginin URL bazli filtrelenmesi mamkin elmadig icin, URL bazh filtrelense bile, SSL
trafiginin igine filtre yapilamadigi igin, tim siteyi kapatiyorlar!

Peki kapatma nasil yapiliyor? (aslinda yapiliyor du olacak, ¢linki Twitter kapatmasi sirasinda yeni bir olay
ile karsilastik, okuyoruz) Olduk¢a amelece bir yontemle :)

Turk Telekom ve diger servis saglayicilar, kendi DNS Serverlari tizerinde, yasaklanacak sitenin IP adresini,
engelli sayfasi bulunan bir web sunucusuna yénlendiriyor, standart bir ADSL kullanicisi, IP ayarlarinda bir
degisiklik yapmadigi taktirde, TINET tarafindan, modemine atanmis olan, 195.175.39.39 ve
195.175.39.40 DNS sunucularina sorgu goénderiyor ve engelli sayfasini goriyorduk. (DNS nasil ¢alisir
bilmeyenler igin, Bknz : https://www.youtube.com/watch?v=F8xbHcfOu7s )

Bunun tzerine, memleketteki herkez DNS degistirmeyi 6grenmisti. Google DNS diye bildigimiz 8.8.8.8 ve
8.8.4.4 adreslerini bilgisayarimizda ayarlyor, bu sayede DNS sorgularimizi TTNET DNS yerine Google DNS
adreslerine yonlendiriyor, yasakl sitelere giriyorduk. (Bknz
: https://developers.google.com/speed/public-dns/?hl=tr )

Ama durun bir dakika! Twitter engellenince, birsey daha oldu! Baktilar ki, devletle geyik yapiyoruz,

8.8.8.8 ve 8.8.4.4 adresine engellendi ! Bknz : http://www.hurriyet.com.tr/teknoloji/26060179.asp

YUUUUUUUUUUUUHHHHH!
Hatta bununla kalmadilar, Yandex DNS’den engellendi !

YUUUUUUUUUUUUHHHHH!
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Bunun hemen ardindan, millet VPN servislerine abaninca, VPN’de engellebilir tarzi yazilar haber
sitelerinde dolagsmaya basladiginda, tansiyonum dustu artik! Dedim béyle olmayacak, bir ¢6ziim bulmali.

Guncelleme : Bu dékimani yazmaya basladigimin 2., yazmaya karar verdigimin 4. gliinii Youtube.Com
adreside Tlrkiye'den erisime kapatildi.

YUUUUUUUUUUUUHHHHH!

Sebepler

Dikkat ! Bu kisim énemli!

1. Devamli biryerler yasaklaniyor! Tahribat'tan Twitter’'a hergln biryer yasaklaniyor! Sonra bunu
yasakladiklari yetmiyormus gibi, gidip DNS'leri bile yasaklayabiliyor, VPN servis saglayicilarini bile
yasaklayacagiz diyorlar! Tekrar ediyorum,

YUUUUUUUUUUUUHHHHH!

2. 5651 uzerinde 6/2/2014 tarihinde yapilan glincelleme uyarinca, artik servis saglayicilar tim
erisim kayitlarini kaydetmek ile yukimliler! Bu demek oluyor ki, erisim kayitlarimizi kaydedecek
altyapi kurulacak, erisim kayitlarimiz ve istenildigi taktirde tim iletisimimiz kaydedilecek!

Esimle, dostumla, arkadasimla yazistiklarim, maillerim, mesajlarim, girdigim sitelerden devlete ne
yahu!

3. Olayin farkli yénleride var ashnda. Ornegin, wireless araciligi ile bi alisveris merkezinde internete
girdiniz. Bu glin Google Play Store Uzerinde, ayni aga bagh oldugunuz anda kargidakinin Facebook
ekranina giren uygulama dahil, envayi g¢esit uygulama var, onun haricinde Man-In-The-Middle
yontemi ile verilerinizi kopyalayabilecek diinya kadar liseli var :)

Bu noktadan yola gikarak yapilacaklar ile ilgili bazi alternatifler var.
¢ TOR kullanmak.
Alternatiflerden birisi TOR kullanmak. Fakat bazi dezavantajlari var.

o. Baglantioldukga yavas.

o Tum networkil secure etmedigimiz igin, 6rnegin TOR Browserla girdigimiz web siteleri ile
aramizda olan trafik giivenli iken, PC lzerinde bulunan Google Chrome normal baglantiyi
kullaniyor.

o Tor sirasinda her ne kadar, anonimlik saglansa bile, TOR'un ¢ikis nodelarinda var olan
kullanicilar unencrypt trafiginizi loglayabilir.

e ZenMate, HideMyAss, HotspotShield gibi uygulamalari kullanmak.

Bu tarz uygulamalarin tamami, VPN kullanarak sizi yurtdisindaki bir sunucudan gikartiyor, bu
sayede hem yasaklara hem loglanmaya takilmiyorsunuz. Fakat bu sistminde bazi dezavantajlari
var.
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o Bu hizmeti glvenli olarak alabileceginiz, birkag¢ firma var. Bu firmalarda genellikle, yavas
ve sizi reklama bogan (icretsiz opsiyonu ve ortalama 75dan baslayan tcretli opsiyonlari
bulunmakta.

o Ulkemizde ozellikle Twitter'in yasaklanmasi sirasinda olusan yogunluktan dolayi bu
sunucularin performanslari ve baglanti hizlari oldukga dustd.

o Buyuk firmalarda olmak lizere, hemen hemen tamami, baglantilarimiz tzerinden profil
¢ikartma hizmetleri sunuyorlar, resmi veya elaltindan. Lan ben beni kimse loglamasin
derken, paramla rezil mi olayim?

Nasil Olmali

4.

Glvenli olmali. Veri sifreli olmali, bu sayede merakli arkadaglar erismemeli.
Tum cihazlarimda, bilgisayarim da, Laptop'um da, Cep telefonum da kullanilabilmeli.
Hizh olmal.

Benim kontrolimde olmali.

Ne Yapacagiz

Yurt disinda barinan, kendimize 6zel bir VPN sunucusu kuracagiz. Tum cihazlarimizi bu VPN'e
baglayacagiz. Internete gikartacagiz.

Gereksinimler

1 adet yurt disi lokasyonlu sunucu. Fiyatin ucuz olmasi oldukg¢a avantaj. Ayni zamanda Turkiye'ye
yakin olursa, baglantimiz daha hizh olacaktir. Bu is igin ben www.digitalocean.com dan bir adet
amsterdam lokasyonlu minimum konfigurasyonlu sunucu kullanacagim.

Sunucunun maliyeti aylik 5S. Eger sizin icin yiiksek geliyorsa, bir sunucu kurup aylik 5 liraya 5
arkadasiniza kiralayabilirsiniz :)

VPN'i kuracagim sunucu CentOS 6'nin digitalocean tzerindeki son versiyonu. CentOS en sevdigim
Linux tirevi oldugu icin bunu kullaniyorum :)

VPN sunucusu olarak OpenSource SoftEther VPN Serveri
kullanacagim. https://www.softether.org/ adresinden inceleyebilirsiniz.

Sunucunun maliyeti aylik 5S. Eger sizin icin yiiksek geliyorsa, bir sunucu kurup aylik 5 liraya 5
arkadasiniza kiralayabilirsiniz :)

Biraz kafayi ¢alistirmaniz, agagidaki adimlari dlizglin olarak takip etmeniz gerekli.
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Basliyoruz

1.Digitalocean.Com Hesap Agilmasi, ilk VPS'in Kurulmasi

1. Digitalocean.com, diinyanin 6 degisik bélgesinde binlerce sunucusu olan, bizlere Cloud tizerinden
VPS hizmeti veren bir web sitesi. Bu web sitesi araciligl ile aylik 55'a 512 MB Ramli bir sunucu
kiralayabiliyoruz, uygun oldugu icin burayi kullaniyorum. VPS icin Bknz

http://www.sunucupark.com/vps-nedir.html

https://www.digitalocean.com adresine giriyoruz, SignUp linkini kullanarak tye oluyoruz. Daha sonra
Log In linkine tiklayarak giris yapiyoruz.

< 55D Cloud Server, VPS 5= %

€ - C A |G Digital Ocean, Inc. (US| SR URTRe 0 1

., . o = - e . - > . D ,
- DigitalOcean WE'RE HIRING! PRICING  FEATURES ~ COMMUNITY  HELF LOG IN | SIGN UF

Simple cloud hosting, built for developers.

Deploy an SSD cloud server in 55 seconds. Lee

ANDR
‘I\II\(,"\LH[(‘ ,L\L.\l‘\[L;\I DigitalOcean closes $37.2 Million Series A Round led by Andreessen Horowitz and |A Ventures.

https:(/cloud. digitalecean.com/login

NN ddoavrnlamave Alamlav, da AL Al sl
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2. Agilan pencere araciligi ile giris yapiyoruz.

= * N

< DigitalOcean

V1.0-30.09.2014

€ - C A & ntpsy/clouddigitalocean.com/login

Gerekli ise, Billing kismini k
aylik sunucu kurulumu

Don't have an account? Sign Up

atirin, sanirim ilk agihgda 5$ veriyordu. bu para ile 1

irebilirsiniz.
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3. Asagidaki pencerede Create Droplet sekmesine tiklayin.

< DigitalOcean Control Pan %
€ & C f B httpsy/clouddigitalocean.com/droplets ]

CF\'TQ Thanks! Create your first droplet now.

N

CREATE
Droplets
Images
Update Biling Create Droplet Root Access
SSH Keys
You will need to update your Select your droplet size, location Once you've launched your
Billing billing profile before you launch distribution, and launch in 55 dropiet, your root access will be
your first dropiet seconds! emailed 1o you
Support
DNS @ Completed! Create Droplet
API
s [

Q
A

10
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4. Hostname olarak eger, bir domaininiz var ise, vpn.domainname.com seklinde yazabilirsiniz. aksi
taktirde vpn yazip gegebilirsiniz. ben vpn.kendidomainim.com yaziyorum,
vpn.kendidomainim.com adresini buraya yoénlendirecegim.

Select Size kismindan en kilglik sunucuyu segiyorum. tahmini 10 istemciye kadar bu sunucu
kaldiracaktir. Daha fazla istemciyi sisteme baglamak istiyor veya satis yapmak istiyorsaniz, ilerde
bir (st versiyon sunucuyu segebilirsiniz.

Simdilik en diiglik versiyonu segiyorum.

< DigitalOcean Control Par: %

€ > C f @ hitpsy/clouddigitalocean.com/droplets/new =

(f::?- o Create Droplet

L ——

CREATE

@ Droplet Hostname

U ) S

Droplets Hostname: vpn.mydomamname.com

mages

SSH Keys Select Size

Billing

Suppont 512MB/ 1 CPU 1GB/1 CPU 2GB/2 CPUS
20GB SSD DISK 30GB SSD DISK 40GB 55D DISK

- 1TB TRANSFER 2TB TRANSFER 3TB TRANSFER
MONTHLY HOURLY MONTHLY HOURLY MONTHLY HOURLY

API $500 $0.007 $10.00 $0.015 $2000 $0.030

s [ ,
4GB/ 2 CPUS 8GB/4 CPUS 16GB /8 CPUS

60GB SSD DISK 80GB SSD DISK 160GB SSD DISK
4TB TRANSFER 5TB TRANSFER 6TB TRANSFER
MONTHLY HOURLY MONTHLY HOURLY MONTHLY HOURLY
$40.00 $0.060 $80.00 $0.119 $160.00 $0.238

@ Bofni Bleriion

11
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5. Select Region kisminda bolgeyi segiyorum. Ayni kitada olmamiz Pingimizin dlgtik olmasi dolayisi

ile baglantimizin daha hizli olmasini saglayacaktir. Ben amstredam 2 lokasyonunu segiyorum.

g‘— < DigitalOcean Control Par: % |

€ - C A B hipsy/clouddigitalocean.com/droplets/new
p.-n @ Select Region
c ae M
-
— e
S
CREATE
New York 1
Droplets
Imacges
E=
SSH Keys
= New York 2
Billing
Support
DNS @ Select Image
API
Linux Distributions Applications
o E Ubuntu CentOS
&,
S
Ubuntu 12.10 x64

Amsterdam 1

Amslerdam 2

My Images

My Backups

San Francisco 1

I

Singapore 1

Destroyed Droplets

© A B

Ubuntu 13.10 x32

Ubuntu 13.04 x64

12
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6. Select Image kismindan, CentOS'un 6.5 64Bit olanini segiyorum.

< DigitalOcean Control Par: %

€ - C A @ hupsy/clouddigitalocean.com/droplets/new 7 =

F\.ln @ Select Image

e Linux Distributions Applications My Images My Backups Destroyed Droplets

CREATE Jour Centos

—~ @ @ ©° A B

Images
SSH Keys

5 CentOS 6.5 x64 CentOS 6.5 x32 CentQS 6 4 x64
Billing
Support

CentOS 6.4 x32 CentOS 5.8 x64 Cent0S 5.8 x32
DNS
API
@ Settings
s [

1’ Enable VirtlO Private Networking Enable Backups

Create Droplet

Your root password will be emalied to you

7. Create Droplet'e tikliyoru Su

zirlaniyor, vyaklasik 1 dakika igerisinde, sunucu
bilgilerinin oldugu asag i gibi bir m i

Your new DI’Op'Gt is created! (vpn. .com) - DigitaIOcean =
B Gelen Kutusu  x

support@support.digitalocean.com 22:50 (0 dakika dnce) - -

’ Kime: bana |~

Your new droplet has been created!

You can access it using the following credentials:
IP Address: 188.226

Username: root

Password:

If you'd prefer to not receive root passwords by email, please add a SSH key and create your droplets with
that key:

https://cloud.digitalocean com/ssh_keys

8. Hesap alimi ve sunucu kurulumunun ilk adimi bitti.

13
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2. Sunucuya Baglanmak
1. Sunucumuz su anda amsterdam'da kuruldu, agildi ve bizim baglanmamizi bekliyor. Baglanti igin

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html adresinden PUTTY'i
indirecegiz.

= DigitalOcean Control Par % | B PuTTY Download Page %

€ - C A [ wwwchiarkgreenend.orguk/-sgtatham/putty/download.html 77
PuTTY Download Page

Home Licence | FAQ | Docs | Download | Keys | Links
Mirrors | Updates | Feedback | Changes | Wishlist | Team

Here are the PuTTY files themselves:

PuTTY (the Telet and SSH clent itself)

PSCP (an SCP client, i =. command-line s=cure fil= copy)

PSFTP (an SFTP client, i.c. general file transfer sessions much like FTP)
PuTTYtel (a Telnet-only client)

Plink (a command-line interface to the PuTTY back ends)

Pageant (an SSH authentication agent for PuTTY. PSCP. PSFTP. and Plink)
PuTTYgen (an RSA and DSA key generation utifity).

LEGAL WARNING: Use of PuTTY, PSCP, PSFTP and Plink is illegal m countries where encryption is outlawed. I belizve it is legal to use PuTTY, PSCP, PSFTP and Plink in England
and Wales and in many other countries, but I am not a lawyer and so if in doubt you should seck legal advice before downloading it. You may find this site useful (it's a survey of cryptography
laws in many countries) but [ can't vouch for its correctness.

Use of the Telnet-only binary (PuTT Ytel) is icted by any cryptography laws.

There are cryp hic si le for all the files we offer below. We also supply cryptographically signed lists of checksums. Todownbadowpubhcke}sandﬁndoummabon‘t
our signature policy. ussttheKey;gm If vou nead a Windows program to compute MD3 checksums. vou could try the one at this site. (This MDS program is also cryp hically sined
by its author.)

Binaries

The latest release version (beta .63). This will generally be a version I think is reasonably likely to work well If yon have a problem with the release version, it might be worth trying out the
latest development snapshot (below) to see if I've already fixed the bug. before reporting it to me.

For Windows on Intel x86

PITY: (rbyFIP)  (RSAsg)  (DSAsig)
PuTTYtsl puttveel exe (or by FTP) (RSA sig) (DSA sig)
PSCP- pscp exe {orby FTP) (RSA sig) (DSA sig)
PSETP: psfip.exe (or bv FTP) (RSA sig) (DSA sig}
Plnk: plink exe (or by FTP) (RSA sig) (DSA sig)
Pageant: pageant.exe (or by FTF) (BSA sig) (DSA sigh
m’:ﬁ’l‘?:‘;“gtatham/ pumy/laies'/xsﬁjpumy e S - _M ShEs

14
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2. Putty indirildikten sonra, Mail'de gelen IP adresini yazarak SSH araciligi ile 22. porttan sunucuya

baglaniyoruz.

Category:
[=- Session I Basic options for your PuTTY session |
i TS"" Log;lgcng Specify the destination you want to connect to
iy Host Name (or IP address) Port
- Bell 188.226. | [22 ]
- Features Connection type:
(= Window (ORaw (OTelnet () Rlogin @SSH () Segal
Beh T Load, save or delete a stored session
{1 av'ow )
- Translation Saved Sessions
- Selection [ J
- Colours Defautt Settings
(= Connection Iﬂ'

15
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4. Sunucunun konsolu énumiize geldi. Kullanici adi olarak root yaziyor sifre olarak mail'de gelen
sifreyi yaziyor ve entera basiyoruz.

P root@vpn:~ - o IEH|
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5. Oncelikle
passwd

komutunu kullanarak sifremizi degistiriyoruz.

root@vpn:~

17
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6. Sunucu glincellemeleri igin
yum update -y

komutunu kullaniyoruz.

7 root@vpn:~
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7. Eger varsa, upgrade i¢in isaretlenmis guincellemeler var ise, yuklemek igin
yum upgrade -y

komutunu kullaniyoruz.
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8. Kullanacagimiz uygulamalari yiiklemek igin
yum install wget ftp gcc make nano -y
komutunu kullaniyoruz. Komutlari kisaca agiklayim.
wget : HTTP protokoli kullanarak dosya indirmek igin kullanacagiz.
ftp : FTP protokoli kullanirsam diye ylkledim.
gcc : Indirdigimiz dosyalarin derlenmesi icin gerekecektir.
make : indirdigimiz dosyalarin installerlarinin ¢alismasi icin gerekecektir.

nano : Favori text ediyorum, illa ise yarar diye yukledim :)
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9. Servisleri
chkconfig --list
ile kontrol ettim. ip6tables, IPv6 Firewalli, kullanamayacagimiz icin
chkconfig ip6tables off

ile kapattim.

(4]

4a

10. Sunucudaki genel kurulumum bitti. Simdi VPN Serveri bulacagiz.
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3. SoftEther VPN Serveri Bulmak ve indirmek

1. https://www.softether.org adresine girdim. Download linkine tikladim. Download SoftEther VPN
linkine tikladim.

Asagidaki segenekleri segerek Linux 64 Bit SoftEther VPN Serverin en son versiyonun linkini
buldum ve sag tus ile kopyaladim.

Y SoftEther Download Cent: %

€ - C A [ wwwsoftether-download.com/en.aspx?product=softether O % =

Select Software

Softkther VPN (Freeware) ¥

Select Component

SoftEther VPN Server v

Select Platform
Linux 'i
Select CPU

Intel x64 / AMD&4 (64bit) ¥

Download Files (31)

» Note: The fallowing program uses the network functions of the operating system because this is VPN software.
Some anti-virus software or firewalls warn that such behavior might be dangerous,
if your anti-virus disturbs the VPN function, add the VPN pragram file or the installer to the exception list,

= SoftEther VPN Server (Ver 4.06, Build 9435, beta)
softether-vpnserver-v4.06-9435-beta-2014.03.26-linux-x64-64bitar.gz (5.09 MB)
Release Date: 2014-03-26 ~Latest Build~

What's new (Changelog)

Languages: English, Jap Simplified Chinese
0S: Linux. CPU: Intel x64 / AMD64 (64bit)

(Linux Kernel 2.4 / 2.6 / 3.x)
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2. Putty araciligi ile baglandigim sunucuya gecip asagidaki komutlari yazdim.

Dikkat ! Linki buradan statik kopyalamayin, gidin en son versiyon ne ise onu indirin. Bu dékiiman
yazildigi tarihteki son versiyon V4.06-9435-beta idi.

clear

cd /home

wget http://..../softether-vpnserver-v4.06-9435.....tar.gz

tar -zxvf softether-vpnserver-v4.06-9435.....tar.gz mv ./vpnserver/ /usr/local/
cd /usr/local/

Is
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e root@vpn:/usr/local

M e e
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3. Simdi VPN Serverin kurulumuna gegiyoruz.
Bunun i¢in asagidaki komutlari kullanacagiz.

cd /usr/local/vpnserver
make

Daha sonra karsimiza lisans anlagsmasi geliyor, toplamda 3 kere 1 e basiyoruz.

P root@vpn:/usr/local /vpnserver

\ )F S TI
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4. Kurulum sirasinda

VPN Tools > Check

satirlarini ariyoruz ve altinda hepsinin PASS oldugundan emin oluyoruz. Aksi taktirde bir sorun

var demektir, ayrica incelemek lazim.

root@vpn:/usr/local/vpnserver

Environment

-her VPN

~ VPN Proj
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5. Suanda sunucumuz kuruldu.
.Jvpnserver start

komutu ile sunucumuzu baslatiyoruz.

e root@vpn:/usr/local/vpnserver

6. Bu andan itibaren sunucu ile isimiz bitti. Windows araylizli Management Tool'u kullanarak
VPN'imizi konfigure edecegiz.
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4. SoftEther VPN Management Tool'u Bulmak ve indirmek

1. Sunucunun linkin bulmaktan daha zor degil. Ayni siteye, sunucuyu indirdigimiz link Gzerinde
asagidaki secenegi secgiyoruz ve zip dosyasini bilgisayarimiza indiriyoruz.

Dikkat! Ben installer olmayan versiyonunu indiriyorum. Tek exe yonetmek igin zaten yeterli.

Y SoftEther Download Cent: %

€ - C #M [) wwwsoftether-download.com/en.aspx?product=softether & O Y% =

Select Software

SoftEther VPN (Freeware) *

Select Component

SoftEther VPN Server Manager for Windows ¥

Select Platform

Windows (.zip package without installers) ~ !

Select CPU

Download Files (5)

» Note: The following program uses the network functions of the operating system because this is VPN software.
Some anti-virus software or firewalls warn that such behavior might be dangerous.
If your anti-virus disturbs the VPN function. add the VPN program file or the installer to the exception list.

8 ZIP Package of vpnsmgr.exe and vpnemd.exe (without installers) (Ver 4.06, Build 9435, beta)
softether-vpn_admin_tools-v4.06-5435-beta-2014.03.26-win32.zip (13.91 MB)
Release Date: 2014-03-26 <Latest Build~
What's new (Changelog)
Languages: English, Jap Simplified Chinese
0S: Windows (.zip package without installers), CPU: Intel (x86 and x64)
(Windows 98 / 98 SE / ME / NT 4.0 SP6a / 2000 SP4 / XP SP2, SP3 / Vista SP1, SP2 / 7 5P1 /8 / 8.1 / Server 2003 SP2 / Server 2068 SP1. SP2 / Hyper-V Server
2008 ¢ Server 2008 R2 SP1 / Hyper-V Server 2008 R2 / Server 2012 / Hyper-V Server 2012 / Server 2012 R2 / Hyper-V Server 2012 R2)

2. indirdigimiz klasériin igerisine giriyoruz ve
vpnsmgr.exe

isimli uygulamayi gahlistiriyoruz.
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5. SoftEther VPN Management Tool ile SoftEther VPN Sunucusunun Konfigure Edilmesi

1. Uygulamayi galistiriyor ve New Settings butonuna tikliyoruz.

S oftEth er VP N University of Tsukuba, Japan.
Server Manager
-
Connection Settings for VPN Server:
Connection Settings for VPN Server or VPN Bridge are defined as follows.

Double-click the item to connect to the server.
To add a new connection, click New Setting.

Setting Name VPN Server Hostname  Operation Mode

G New Setting ‘] Edit Setting Delete Setting

Connect

-0 Make a Certificate

‘ Smart Card Manager.. 1 Select Smart card..

‘ About SoftEther VPN.. ‘ Exit SoftEther VPN Server Manager
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2. Setting Name bélimiine bir isim girin. VPN uygun.
Host Name kismina sunucunun IP adresini girin.

Sifre kisimini bos birakin ve OK tusuna basin.

SecureNAT enables you to operate a virtual NAT router (IP Masquerade) and DHCP Server function on a virtual
network of Virtual Hub "VPN".

Warning about SecureNAT

The SecureNAT function is recommended only for system administrators or people with a
detailed knowledge of networking.

If you use the SecureNAT correctly, it is possible to realize a safety remote access via a VPN, However
when you use this as incorrectly, it can put the entire network in danger, Anyone who does not have a
thorough knowledge of networks and anyone who does not have the network administrator's
permission must not enable the SecureNAT. For a detailed explanation of the SecureNAT function, please
refer to the VPN Server's manual or online documentation.

Enabling / Disabling and Changing the Setting of the SecureNAT
You can enable, disable or change the settings of the SecureNAT on this Virtual Hub.

Enable SecureNAT Disable SecureNAT SecureNAT Configuration

Note: When a running SecureNAT is disabled, all active TCP and UDP sessions that are connected via SecureNAT
will be terminated.

View Current SecureNAT Status

\ i } You can view the current SecureMNAT operating status.

Virtual NAT Router Status Virtual DHCP Server Status View SecureNAT Operating Status

Exit
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3. Ana baglanti penceresinde Connect tusuna basin.

I Are you sure you want to enable the SecureNAT?

If you enable the SecureNAT, a virtual router with virtual NAT function
will be created that has one IP address in the Virtual Hub. This Virtual
Router will interact as one computer or router with other computers
that are connected to the virtual network.

The SecureNAT in the Virtual NAT enables any computers connected to
the Virtual Hub to establish communication with an external network
via the SecureNAT.

Therefore, when SecureNAT is running on this VPN Server, there is no
need to use local VPN Client to connect the self-computer's Virtual
Hub.

Also, please take care about that if there is already a DHCP serverin a
location that can be reached from a Virtual Hub Layer 2 segment,
disable the DHCP server function by clicking the SecureNAT
Configuration, otherwise there will be a DHCP conflict.

Moreover, you can disable the NAT function and only use the DHCP
server if you wish.

OK Cancel

4. Sunucumuza VPN igin sifre belirlemedigimiz icin yeni sifre belirleme penceresi ekrana geliyor.
Yeni sifrenizi 2 kere girerek OK tusuna basin.

Troubleshoot problems

Open Network and Sharing Center

T N S DR
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5. Onimiize gelen pencerede Remote Access VPN'i seciyoruz. Diger secenekleri burada
anlatmiyorum, eger isteyen var ise, yukarda verdigim vikipedia linki Gzerinden inceleyebilirsiniz.

Remote Access VPN ile, kendi cihazlarimizi, Amsterdam'a baglayacagiz ve oradan internete cikis
yapacagiz.

=1

o

@ SoftEther VPN Server / Bridge Easy Setup

By using this setup you can easily setup a SoftEther VPN Server or VPN Bridge for the following use and purpose. After exiting the setup, you can use the
VPN Server Manager to freely configure more advanced settings.

Select the type of VPN server you want to build. Multiple types can be selected together.

[v]:;Remote Access VPN Server: VPN Server

The Remote Access VPN Server allows VPN Client computers in remote locations to access
to the existing Ethernet segments, for example company LAN.

Any VPN Clients who is connecting to the VPN Server will be able to access to the network e
as if they are connected directly and physically to the network.

VPN VPN
Client Client

["] site-to-site VPN Server or VPN Bridge VPN Server

Site-to-site VPN is a VPN configuration to connect between two or more remote Ethernet

segments.
Each of the sites are connected together, and become the same segment at Layer-2 level. It
enables any computers of each sites to communicate to each other as if there is a single VPN Server / Bridge

network.
Select the role of this VPN Server: W

VPN Server that Accepts Connection from Other Sites (Center)
Site #3

Site #1
VPN Server / Bridge

VPN Server or VPN Bridge at Each Site (Edge)
["] other Advanced Configuration of VPN

Select this if you are planning to build a VPN system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch
function.

Close

Click Next to start Setup. Click Close if you want to exit the setup and manually configure all settings.
Next > ‘ ’

6. VPN initialize edilecek diyor, OK diyoruz.

‘ The current settings of this VPN Server or VPN Bridge will be initialized.
g Do you really want to do this?
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7. VPN'in galismasi igin sunucu lzerinde olusturulacak sanal hub'in ismini belirlememiz isteniyor.
VPN yazip gegiyoruz.

You have to create one Virtual Hub on the VPN Server at least.
Name the new Virtual Hub as you prefer.

virtual Hub Name: | [0 |

[ oK ‘ ’ Cancel ‘

8. SoftEther istediginiz taktide, IP adresi yerine dinamik olarak dns atayabiliyor. Ben bu 6zelligi
kullanmak vyerine, kendi domain adresimden IP'ye redirect yaplyorum, ama siz bunu
kullanabilirsiniz.

@B Dynamic DNS Function

This VPN Server has a Built-in Dynamic DNS Function.

The Dynamic DNS assigns a unique and permanent DNS hostname for this VPN Server. You can use that hostname to specify this VPN Server
on the settings for VPN Client and VPN Bridge. You need not to register and keep a domain name.

Also, if your ISP assigns you a dynamic (not-fixed) IP address, the corresponding IP address of your Dynamic DNS hostname will be
automatically changed. It enables you to keep running the VPN Server by using only a dynamic IP address.
Therefore, you need not any longer to keep static global IP addresses with expenses monthly costs.

Moreover, this VPN Server version supports ‘NAT-Traversal’ function. If the VPN Server is inside the NAT and is assigned only a private IP
address, you can connect to that VPN Server from the Internet side without any special settings on the NAT beforehand.

Current Status: Modify the Settings:
Assigned Dynamic DNS Hostname:

vpn398473860.softether.net Hint

Change the Dynamic DNS Hostname:

f-pn3s8473860 | .softether.net

Clebal IPvs Addvess: Hostname is with only alphabets numeric, and dashes '-'. Three
188.226.210.151 letters at least.
You can change it any time later.

Global IPv6 Address:

Unable to reach the IPv6 DDNS Server. Set to Above Hostname Restore

DNS Key: Ls00Z4XVczDSWVdgnVnaXVGDX7w= Hint

/ i If you are not connected to IPv6 Internet, “Global IPv6 Address” should show an error.
A few countries or territories might prohibit Dynamic DNS Service.

Connect via Proxy Server... Exit
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9. Burasi 6nemli, L2TP Over IPsec'i segiyoruz. Bu sayede tum cihazlarimizi herhangi bir client
kullanmadan guvenli bir sekilde sunucumuza baglayacagiz.

Hemen altinda yer alan IPsec Common Setttings kismina, bir sifre giriyoruz, bu sifreyi de bir yere
kaydediyoruz. ilerde baglanirken lazim olacak.

IPsec / L2TP / EtherIP / L2TPv3 Server Settings

Virtual Hubs on the VPN Server can accept Remote-Access VPN connections from L2TP-compatible PCs, Mac OS X and Smartphones,
and also can accept EtherlP / L2TPv3 Site-to-Site VPN Connection.

L2TP Server (Remote-Access VPN Server Function)

VPN Connections from Smartphones suchlike iPhone, iPad and Android, and also from e -
built-in VPN Clients on Mac OS X and Windows can be accepted. Suvel b %
Enable L2TP Server Function (L2TP over IPsec)

Make VPN Connections from iPhone, iPad, Android, Windows, and Mac OS X acceptable,
[ Enable L2TP Server Function (Raw L2TP with No Encryptions)

It supports special VPN Clients which uses L2TP with no IPsec encryption.

( i } Users should specify their username such as "Username@Target Virtual Hub Name™ to connect this L2TP Server.
If designation of a Virtual Hub is omitted, the below Hub will be used as the target.

Default Virtual Hub in a case of omitting a name of Hub on the Username: | VPN

EtherlP Server Function (Site-to-Site VPN Connection)

Router products which are compatible with EtherlP / L2TPv3 over IPsec can connect to Virtual Hub on ~
the VPN Server and establish Layer-2 (Ethernet) Bridging.
[ Enable EtherlP / L2TPv3 over IPsec Server Function EtherlP / L2TPv3 Detail Settings

IPsec Common Settings
IPsec Pre-Shared Key: | VPN_Secret_Key]|

IPsec Pre-Shared Key is also called "PSKs™ or "Secrets”, Specify it with around eight
ASCII characters, and let all VPN users know.

oK Cancel

34



Tahribat.Com @ renegadealien V1.0 -30.09.2014

10. VPN Session Relay 6zelligi kullanmayacagiz, direk Disable VPN Azure'e tiklayip OK tusuna

basiyoruz.
X
VPN Azure Cloud .
: - e »

Enable L= =l
- — Use Built-in
S Penetrates VPN Session . Windows

Firewall is Relaved Establish a VPN Client
y s Relaye SSTP VPN

= o
No Need ™
\. x Net Admin \.
‘.\ Privileges

Private R No Need
‘ Network Global IP
. No Need
Your PC with  Office Open Ports

VPN Server

v

Windows
Vista/7/8/RT
Home

VPN Azure Cloud VPN Service (Free)

VPN Azure makes it easier to establish a VPN Session from your home PC to your office PC. While a VPN connection is established, you can
access to any other servers on the private network of your company.

You don't need a global IP address on the office PC (VPN Server). It can work behind firewalls or NATs. No network administrator's
configuration required. You can use the built-in SSTP-VPN Client of Windows in your home PC.

" VPN Azure is a cloud VPN service operated by SoftEther VPN Project. VPN Azure is free of charge and available to anyone. Press the
iy right button to see details and how-to-use instructions.

VPN Azure Setting How to Use VPN Azure

(_) Enable VPN Azure (Visit the Web) |
~ |

Status: Not Connected

OK

©
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11. Kullanici olusturma penceresine geliyoruz, Create Users butonuna tikliyoruz.

@ To complete the setup of this VPN Server / VPN Bridge, you must complete the following tasks.

Step 1. Create a User to Accept VPN Connection

When this VPN Server accepts a remote access VPN, or becomes the central site-to-site VPN server
that accepts connections from other sites, create users to accept the VPN connection.

Create Users

Step 2. Define a Connection to Destination YPN Server

When this VPN Server is installed on a particular site [edge] of a site-to-site WPN, you have to

specify the add of the center YPN Server that accepts the connections, and establish a
connection to that central WPN Server,

Configure Connection Setting

Step 3. Set Local Bridge

For an site-to-site VPN, use the Local Bridge Function to connect a bridge between the virtual
Ethernet segment on the VPN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Network Adapter) that will be provide the bridge connection to the VPN.

| Select the Ethernet device to establish the bridge connection.

Once the required settings are configured, click Close, An advanced management
tool for VPN Server / VPN Bridge will be appeared. You can then configure any
advanced settings as you wish.
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12. Kullanici adi giriyoruz, Auth Type kismindan Password Authentication'i segiyoruz. Password
Authentication Settings kisindan, giris igin kullanacagimiz sifreyi giriyoruz.

Ok tusuna basiyoruz.

&

User Name: l renegadealien

Full Name: |

Note: l
i Group Name ] ‘ ’ Browse Groups...
(Optional)
@ [] set the Expiration Date for This Account
29. 32014 ‘ ]oo:oo:oo <

‘ﬁ Password Authentication

T RADIUS Authentication

Auth Type: o Anonymous Authentication

=l Individual Certificate Authentication
[FIsigned Certificate Authentication

e38 NT Domain Authentication

RADIUS or NT Domain Authentication Settings:
Login attempt
RADIUS server
controller

Specify User Name on Authentication Server

User Name on Authentication Server:

user-authentication server to verify the login.

rd will be verified by the external
domain controller, or Active Directory

Hint: Define a user object with username " (asterisk) in order to accept a login attempt of a user which
does not match any of registered explicit user objects. Such a special user will use the external oK

Security Policy
[] set Security Policy

Password Authentication Settings:

7

Individual Certificate Authentication Settings:

Security Policy

Password: eesesssssse ]

Confirm Password: eeesssesese ]

ng ‘Individual Certificate A
enied connection depe whether
t certificate completely matches the certificate
that has been set for the user beforehand

uthentication’ will

Specify Certificate View Certificate Create Certificate

Signed Certificate Authentication Settings:

Werification of ether the client certificate is sighed is
@ based on a certificate of a CA trusted by this Virtual Hub,

Limit Common Name (CN) Value

| Limit Values of the Certificate Serial Number

Note: Enter hexadecimal values, (Example: 0155ABCDEF)

Cancel

13. Kullanici kaydimiz basarl“il‘e tamamla

ndi.

o User renegadealien has been created.

oK
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14. Ekranda VPN adli HUB'a bagh kullanicilar gérintuleniyor. Exit diyerek ¢ikiyoruz.

& X
8 Virtual Hub "VPN" has the following users.
User Name Full Name Group Name Description Auth Method Num Logins Last Login
6 renegadealien - Password Authe.. 0 (None)
< >
III Edit View User Info Remove Refresh ‘ ‘ Exit

15. Close diyerek ekrani kapatiyoruz.

=] X
=

@ To complete the setup of this VPN Server / VPN Bridge, you must complete the following tasks.

Step 1. Create a User to Accept VPN Connection

When this VPN Server accepts a remote access VPN, or becomes the central site-to-site VPN server
that accepts connections from other sites, create users to accept the VPN connection.

|§ Create Users g

Configure Connection Setting

Step 3. Set Local Bridge

For an site-to-site VPN, use the Local Bridge Function to connect a bridge between the virtual
Ethernet segment on the VPN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Network Adapter) that will be provide the bridge connection to the VPN,

Select the Ethernet device to establish the bridge connection. v

Once the required settings are configured, click Close. An advanced management
tool for VPN Server / VPN Bridge will be appeared. You can then configure any l Close
advanced settings as you wish.
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16. Su anda VPN'imiz kuruldu.

£2 Manage VPN Server "188.226.210.151"

V1.0-30.09.2014

Virtual Hub Name Status Type Users Groups Sessions MAC Tables  IPTables
0 VPN Online Standalone 1 0 0 0 0
< >
Manage Virtual Hub Online Offline View Status Create a Virtual Hub ] Properties Delete
Management of Listeners: VPN Server and Network Information and Settings:
Listener List (TCP/IP port): - -
| Encryption and Network ‘ @ | Clustering Configuration
Port Number Status
oh TCP 443 Listening - B I View Server Status l & Clustering Status
& TCP 992 Listening —
cHTCP 1194 Listening g . Show List of
About this VPN Server =
o TCP 5555 Listening Start ‘ TCP/IP Connections
Stop ‘ Edit Config ‘

I’“[ Local Bridge Setting ] ] uyergsmmsming] \ IPsec / L2TP Setting ‘ @ | OpenVPN / MS-SSTP Setting ]

VPN Azure Setting |

‘ I Dynamic DNS Setting ‘

Current DDNS Hostname: vpn398473860.softether.net

| Refresh

[ |

\
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17. Kurulumun ardindan, su anda aslinda network baglantisi yapabilecek durumdayiz. Fakat,
sunucuya baglanacak clientlarin IP alabilmesi icin DHCP ve baglanan kullanicilarin internete

cikarken sunucunun reel IP'sini kullanabilmeleri igin NAT kurulumu yapacagiz. Bunu igin virtual
hubimizi segiyoruz ve Manage Virtual Hub butonuna basiyoruz.

£ X
" n
£2 Manage VPN Server "188.226.210.151
Virtual Hub Name Status Type Users Groups Sessions MAC Tables  IP Tables
(@ VPN Online Standalone . 1 0 0 0 0
< >
Manage Virtual Hub I Online { Offline l l View Status ‘ 1 Create a Virtual Hub | | Properties Delete
Management of Listeners: VPN Server and Network Information and Settings:
Listener List (TCP/IP port): 1 [ ) ]
|4- ‘ Encryption and Network ] @ | Clustering Configuration J
Port Number  Status | Create 1 - =
ehTCP 443 Listening B ‘ View Server Status i 0 Clustering Status
@hTCP992 Listening DR : .
@hTCP1194  Listening @ ) é | Show List of
@HTCP5555  Listening Start onms oy | TCP/IP Connections |
Son { Edit Config |
A | Local Bridge Setting | 6 Layer 3 Switch Setting ﬁ IPsec / L2TP Setting ‘ \.E || OpenVPN/MS-SSTP Setting
‘ | Dynamic DN Setting | VPN Azure Setting | \ Refresh ] Exit
Current DDNS Hostname: vpn398473860.softether.net
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18. Virtual Nat and Virtual DHCP Server butonuna tikliyoruz.

i ' ' Current Status of this Virtual Hub:
Virtual Hub 'VPN urrent Status of this Virtua

A
Management of Security Database: ltem Value
; Manage Users 1 @ virtual Hub Name VPN
x i : o Status Online
Add, delete or edit user accounts. ’ Type Standalonie
= e SecureNAT Disabled
£ *
1.26 | Manage Groups ‘ s ASf:ssnonE . g
cess Lis
Add, delete or edit groups. a Users 1
‘?ﬂ Groups 0
o | Manage Access Lists [ g) MAC Tables 0 N
Add or delete access lists (Packet filtering Refesh |
rules). n
Virtual Hub Settings: Other Settings:
| Virtual Hub Properties [ & | Log Save Setting ‘ I Log File List ]

Configure settings of log saving function.

Configure this Hub.
? | Irusted CACertificates | Revoked Certs |
B I Authentication Server Setting l Manage trusted CA certificates.
Use external RADIUS authentication server for ;
user authentication. 9 i Virtual NAT and Virtual DHCP Server (SecureNAT) |
Secure NAT is available on this Virtual Hub. You can run
Virtual NAT and Virtual DHCP.
& | Manage Cascade Connections J
VPN Sessions Management:

Establish Cascade Connection to Hubs on w

local or remote VPN Servers. u ‘ Manage Sessions l

\\
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19. Enable Secure Nat butonuna tikhyor, gelen ekrandan OK butonuna tikliyoruz.

L [

SecureNAT enables you to operate a virtual NAT router (IP Masquerade) and DHCP Server function on a virtual
network of Virtual Hub "VPN",

Warning about SecureNAT

e The SecureNAT function is recommended only for system administrators or people with a
detailed knowledge of networking.

If you use the SecureNAT correctly, it is possible to realize a safety remote access via a VPN. However
when you use this as incorrectly, it can put the entire network in danger. Anyone who does not have a
thorough knowledge of networks and anyone who does not have the network administrator's
permission must not enable the SecureNAT. For a detailed explanation of the SecureNAT function, please
refer to the VPN Server's manual or online documentation.

Enabling / Disabling and Changing the Setting of the SecureNAT
You can enable, disable or change the settings of the SecureNAT on this Virtual Hub.

Enable SecureNAT Disable SecureNAT SecureNAT Configuration

Note: When a running SecureNAT is disabled, all active TCP and UDP sessions that are connected via SecureNAT
will be terminated.

View Current SecureNAT Status

\ i ) You can view the current SecureNAT operating status.

Virtual NAT Router Status Virtual DHCP Server Status View SecureNAT Operating Status

' Exit ‘

L;k Are you sure you want to enable the SecureNAT?
If you enable the SecureNAT, a virtual router with virtual NAT function
will be created that has one IP address in the Virtual Hub. This Virtual
Router will interact as one computer or router with other computers
that are connected to the virtual network.

The SecureNAT in the Virtual NAT enables any computers connected to
the Virtual Hub to establish communication with an external network
via the SecureNAT.

4 Therefore, when SecureNAT is running on this VPN Server, there is no
need to use local VPN Client to connect the self-computer's Virtual
Hub.

Also, please take care about that if there is already a DHCP serverin a
location that can be reached from a Virtual Hub Layer 2 segment,
disable the DHCP server function by clicking the SecureNAT
Configuration, otherwise there will be a DHCP conflict.

Moreover, you can disable the NAT function and only use the DHCP
server if you wish,

oK | | Cancel

20. Su anda VPN sunucu kurulumumuz bitti.
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6. Windows7 / Windows 8 Uzerinden VPN'e Baglanmak

1. Open Network and Sharing Center butonuna tikhyoruz.

Troubleshoot problems
Open Network and Sharing Center

2. Set up a new connection or network linkine tikliyoruz.

1 & <« Network and Internet » Network and Sharing Center v & Search Control Panel

View your basic network information and set up connections

Control Panel Home
View your active networks

Change adapter settings

Change advanced sharing Network

settings Private network

Access type: Internet
HomeGroup: Joined
Connections: U Ethernet

Access type: No network access
Unidentified network Connections: § VMware Network Adapter
) VMnet1
PUB: W ,ﬁJ VMware Network Adapter
VMnet8

Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; @ set up a router or access point.

Troublesheoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also

Akamai NetSession Interface
Control Panel (32-bit)

HomeGroup
Internet Options

Windows Firewall

0 items 18 Computer
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3. VPN baglantisini segiyoruz.

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

y Set up a new network
<a@, Set up a new router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

44



Tahribat.Com @ renegadealien

4. Use My Internet Connection botununa tikhiyoruz.

How do you want to connect?

V1.0-30.09.2014

& Usen 1y Internet connection (VPIN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ b

< Dial directly
Connect directly to a phone number without going through the Internet.

N e
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5. Sunucunun adresini giriyoruz ve bir isim veriyoruz.

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 188.226.210.151

Destination name: VPN Connecticn

[[JUse a smart card
Remember my credentials

# []Allow other people to use this connection
This opticn allows anyone with access to this computer to use this connection.

Create |l Cancel

6. Ag Baglantilarina giriy
penceresini aglyoruz.
a -

- 1

&% Connect / Disconnect

Status

Set as Default Connection
’ Create Copy

Create Shortcut
) Delete
#® Rename

[@ Properties

onnection isimli Connection'u bulup sag tus, properties
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7. Security sekmesinde aynen kurdugumuz gibi Layer2 Tunnelling Protocol Over IPSec'i segiyoruz.

Data Encryption kisminda, Maximum strength'i segiyoruz.

| General | Options | Securty | Networking | Sharing|
Type of VPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec)

Data encryption:
[Maximm strength encryption {disconnect if server declines)

Authentication
() Use Extensible Authentication Protocol (EAP)

Properties
() Allow these protocols

[] Unencrypted password (PAF)
[ | Challenge Handshake Authentication Protocol {CHAP)
[ ] Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

Key: | sescsssssese

() Use certificate for authentication

[#] Verify the Name and Usage attributes of the server’s certificate
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9. Networking sekmesinden IPv6'yi kaldiriyoruz. OK diyerek kapatiyoruz.

10. VPN Baglantimiza sag tquIa

/

| General | Options | Security = Networking | Sharing |

This connection uses the following items:

- Intemet Protocol Version 4 (TCP/IPvé
g File and Printer Sharing for Microsoft Networks
"% Client for Microsoft Networks

@ Uninstall Properties

Description
TCP/IP version 6. The latest version of the intemet protocol

that provides communication across diverse interconnected
networks.

h' VPN Connection
&t@ Disconnected

Connect / Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut
# Delete
# Rename

#  Properties
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11. 4. boliimiin 12. adiminda belirledigimiz Kullanici adi ve sifremizi giriyoruz.

renegadealien

Domain:

12. Sonunda bitti :) http://ip.proxy.lc/ adresinden anonimligimizi kontrol ediyoruz.

Hollanda’dayiz :) :)

Your IP address: 188.226_.210.151

e OB rewcoste A g IP Address Location
5 Delfast oMt oun 2oy
Iske of i, el r— Country: Netherlands
Man T T M Kegaton wpn Full 2 .
Irish Kingdom o o Hamburg 1 Sezecin Latitude: 52.5
Sea °g"" oc"’"““ ra— ) .
-~ Bimingham o™ 3 es«un & Longitude: 575
® : oo 3 oP=
s o'Fwicn wr'hwcs oMt s Organization: Digital Ocean
Cwan © London Geomexpn 09.
o Lt
Bristol ® = s B 0" Drocden o™
Channel o Germany DS
o Frankfurt  onse " S
B © > Czech
- Luxem g oM-v-w'v Nurrbeig =
&S mapquest e .. ©2013 MapQuest Some data @2014 Natiiral Eaith';

Proxy Tests Results for 188.226.210.151
Proxy Headers Test
Proxy: not detected

Heuristic proxy tests
Proxy probability: proxy was not detected by heurislic tests

OPB Test

OPB doesn't know anything about IP 188.226.210.151

Your browser headers

HTTP_USER_AGENT: Mozilla/5.0 (Windows NT 6.3, WOW64) AppleWebKIitU537.36 (KHTML, like Gecko) Chrome/33.0.1750.154 Sarari/537

~
w
o

HTTP_ACCEPT_LANGUAGE: tr-TR.1Ir,q=0 8 en-US:.q=0 6.en.g=0 4
HTTP_REFERER: hitp.//www_samair_ru/

HTTP_ACCEPT: text/html application/xhtmi+xml application/xml:q=0 9 image/webp,*/*:q=0 8
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V1.0-30.09.2014

13. Network baglantilarindan baglanti &zelliklerine baktigimizda, i¢ bacak ve dis bacak IP'lerini

gorebilirsiniz.

Property

Device Name
Device Type
Encryption
Compression

PPP multilink framing
Client IPv4 address
Server IPv4 address
NAP State

Network Adapter Used
Origin address
Destination address

Value

WAN Miniport (LZTP)
vpn

MS CHAP V2
IPsec: AES 256
(none)

off
192,168.30.10
1.0.0.1

Not NAP-capable
Ethernet
192.168.1.10
188.226.210.151
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7. Android, IPhone ve Diger Cihazlar Uzerinden VPN'e Baglanmak
Her cihaz igin dokiiman yazip, Amerikay! yeniden kesfetmeye gerek yok. https://www.softether.org/4-

docs/2-howto/9.L2TPIPsec Setup Guide for SoftEther VPN Server adresini kullanarak tim clientlar
icin, baglantinin nasil yapilacagini kontrol edebilirsiniz.

Yukaridaki satirlari yazarken, ayni sayfada Windows icin baglanti érnegi oldugunuda uzllerek gérmus
bulunmaktayim :)
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8. Linux Uzerinden VPN'e Baglanmak

Linux isletim sistemlerinde, L2TP default olarak gelmiyor. internetten L2TP on <linux dagiyiminiz >
seklinde aratirsaniz, uygun sonuca ulasacaksinizdir.

Ubuntu icin yaptigim arastirmada, bu link geldi Bknz : http://bailey.st/blog/2011/07/14/connecting-to-a-
[2tpipsec-vpn-from-ubuntu-desktop/
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9. Sonug

Yukaridaki adimlari sirayla tamamlayarak, yurtdisi kaynakli, gtivenli ve size 6zel VPN servisinizi kurabilir,
arkadaslariniz ile paylastirabilirsiniz. Paylasim yapacaginiz tim arkadaslariniza agacaginiz kullanici adi ve
sifre sayesinde, bandwith kullanimi gibi verileri kontrol edebilirsiniz.

VPN baglantisi sirasinda compression secenegini aktif ederek kotanizi bir miktar dusurebilirsiniz. (Bu
noktada OnTheFly Gzip Compression yapildigi igin, sunucunun kaynak kullanimininin artacagini ve az bir
miktar gecikme/delay yasanabilecegini gézéniine aliniz.

VPN kurarak para kazanmaniz durumunda, payimi isterim :)

Bu doékiman Tahribat.Com muiritleri igin, 6zel olarak yazilmistir, istekleriniz icin Tahribat.Com tzerinden
iletisime gegebilirsiniz.

renegadealien @ 28.03.2014
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